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Brief Introduction on Alibaba and DNS

Alibaba Group’s MISSION IS TO MAKE IT EASY TO DO BUSINESS ANYWHERE

Alibaba Cloud DNS is a highly available and scalable Domain Name System (DNS) that provides managed authoritative 
for both public zones and private managed DNS zones



The Skyscraper and the base  
• A solid and stable base is a matter most for the building

• Complicated structures and reinforced concrete with steel bars



DNS is the Key part of
Modern Internet Infrastructure



DNS Resolution

DNS Root server

“com”Root server

“foo.com”DNS server

DNS ResolverUser

①

②

③
⑤ IP address

④

⑥ Connection to foo.com

Web/App Server

foo.com?

Troubleshooting DNS is very difficult



DNS Hijacking

DNS Root server

“com”Root server

“foo.com”DNS server

DNS ResolverUser

①

②

③
⑤ Forged answer

④

⑥ Connection to fake website

Web/App Server

foo.com?

Fake web Server

Master-Slave
Zone transfer

DNS Zone or
Dynamic Update

Who forged my DNS answers?



A DNS Hijacking Real Case

DNS Hijacking 
Reproducing

• Probe

• Edit hosts file

DNS Hijacking
Troubleshooting

• Dig + trace

• DNS traceroute

DNS Hijacking
Resolving

• Out reach &
Concerted effort
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Dig +trace Command

DNS Root server

“com”Root server

“foo.com”DNS server

User

①

②
③

foo.com?

dig foo.com +trace

④
DNS Answer

DNS referral

DNS referral

DNS referral
DNS Resolver



Dig +trace Command

DNS Root server

“com”Root server

Victim‘s DNS server

User

①

②
③

Victim’s name

dig (victim’s name) +trace

④

What happened in between ?

Who forged the answer?

DNS Resolver

Forged Answer

Forged Answer



Traceroute Command (Normal response)

ICMP PING TTL=1

TTL Exceeded

ICMP PING TTL=2 ICMP PING TTL=1

TTL Exceeded

ICMP PING TTL=3 ICMP PING TTL=2

TTL Exceeded

ICMP PING TTL=1
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ICMP Reply
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DNS Traceroute (Normal response)

DNS query TTL=1

TTL Exceeded

DNS query TTL=2 DNS qureyTTL=1

TTL Exceeded

DNS query TTL=3 DNS query TTL=2

TTL Exceeded

DNS query TTL=1

DNS query TTL=4 DNS query TTL=3

DNS Answer 1.2.3.4

DNS query TTL=2 DNS query TTL=1

1.0.0.1 2.0.0.1 3.0.0.1 4.0.0.1dns_traceroute @4.0.0.1 foo.com

1.0.0.1

2.0.0.1

3.0.0.1

4.0.0.1



DNS Traceroute (Forged response)

DNS query TTL=1

TTL Exceeded

DNS query TTL=2 DNS qurey TTL=1

TTL Exceeded

DNS query TTL=3 DNS query TTL=2

TTL Exceeded

DNS query TTL=1

DNS query TTL=4 DNS query TTL=3

Forged Answer 5.6.7.8

DNS query TTL=2 DNS query TTL=1

1.0.0.1 2.0.0.1 3.0.0.1 4.0.0.1dns_traceroute @4.0.0.1 a foo.com

1.0.0.1

2.0.0.1

3.0.0.1

4.0.0.1

DNS Answer 1.2.3.4

Forged Answer 5.6.7.8

First to receive a
Forged DNS answer

Forged Answer 5.6.7.8

Finally, the client receives 3 forged DNS answers and 1 true DNS answer



On-Path 
Interception

Example

DNS-traceroute one victim’s name @root server

Received a forged answer and pinpoint the IP who forged it



Troubleshooting Result

DNS Hijacking 
Reproducing

• Probe

• Edit hosts file

DNS Hijacking
Troubleshooting

• Dig + trace

• DNS traceroute

DNS Hijacking
Resolving

• Out reach &
Concerted effort

ü dig + trace finds specific DNS query to root/.com servers received random, forged answers which will be cached by

resolvers

ü dns traceroute tool prints the path of the query forwarded and pinpoints IP address who forge the answer

ü dns traceroute tool also tell us it is a on-path interception. The Hijacking device responses with a forged answer in

advance to the real one




